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Introduction 
 
A wave of technology innovation is fundamentally transforming enterprise workflow across 
industries. Regulatory compliance solutions which aim to be merely dependable and robust are no 
longer enough. Change is constant and fast in the financial services industry — whether from 
regulation, the political climate, business models, workflows or market structure. As data volumes 
grow exponentially, human hypothesis-driven analytics struggle to keep pace. Financial institutions 
are looking to advanced technology solutions to generate internal efficiencies and alpha. 
 
The largest financial institutions can spend over $1 billion a year on regulatory compliance and 
controls while the average financial institution dedicates 10-15 percent of its staff to this area. Not 
surprisingly then, the industry is looking to reduce costs and avoid duplication of data and effort by 
turning to enterprise-wide solutions that leverage the latest technologies and approaches. 
Compliance solutions with siloed approaches along geographic, asset or business lines are no longer 
viable. There is also a growing recognition that an agile, adaptable approach to compliance not only 
supports today’s regulatory requirements but positions firms to handle change and extract more 
value from capital tomorrow — whether that capital is human or financial.  
 
Several factors have contributed to making legacy approaches to regulatory compliance unviable:  

 An avalanche of new regulations in the aftermath of the global financial crisis  

 Increasing scrutiny by global regulators 

 Mandated increase in capital requirements, which has negatively impacted the industry, 
with restrictions on leverage starving banks and markets 

 Embrace of multi-asset, multi-regional investment strategies 

 Move toward globalized compliance approaches 

 A convergence of technology innovation (e.g., public cloud, advanced analytics, artificial 
intelligence)  

 
Using advanced financial technology (FinTech) to solve regulatory compliance, risk management and 
surveillance challenges is known as RegTech. Though still relatively new, venture capital funding to 
RegTech start-ups totalled about $2.3 billion from 2012-2016, as tracked by CB Insights. Solution 
providers have capitalized on the view that RegTech offers financial services firms significant 
opportunities to save money, better leverage capital and build a competitive advantage. Recent 
technology advances mean that highly sophisticated data analytics and visualization techniques are 
within the grasp of any firm.  
 
RegTech offers many benefits, but implementing it on an enterprise-wide basis requires 
commitment and support from senior management. Compliance officers are not ideally placed to be 
the catalysts of change. The mandate to move to enterprise-based solutions must come from the 
top, as it requires significant investment and technology integration. The biggest obstacles to 
RegTech transformation often center around the inertia of an enterprise accustomed, and often 
incentivized, to work in silos. Risk management and trade analysis mean little if they occur in silos; 
firms that cannot monitor across their enterprise in a holistic way will fall foul of regulatory 
authorities.  
 
Technology building blocks exist to create an agile and flexible compliance platform to support 
today’s and tomorrow’s regulatory requirements. The RegTech ecosystem of regulators, professional 
services firms, vendors, utilities and leading edge financial institutions is growing. While regulations 
pose challenges for institutions, RegTech offers opportunities. 
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RegTech Drivers in Financial Services  
 
The need for proactive, real-time surveillance in a zero-tolerance compliance environment is a key 
driver of the rise of RegTech, and behind this fact lies several market and technology drivers.  
 

Market Drivers 

RegTech is a ‘killer use case’ for many of FinTech’s innovations, and change has been its main driver. 
Financial institutions already spend huge sums of money on regulatory compliance. For example, 
banks such as HSBC, Deutsche Bank and J.P. Morgan spend well over $1 billion per year each on 
regulatory compliance and controls, according to reports in the Financial Times. A recent Thomson 
Reuters survey found the average spend on compliance by financial institutions was $60 million per 
year on Know Your Customer (KYC) compliance activities alone. More than two-thirds of firms spend 
at least one day every week tracking and analyzing regulatory change. On average, financial 
institutions dedicate 10-15 percent of staff to this area, according to research by BBVA. Mark 
Beeston, founder and managing partner of Illuminate Financial Management, a VC focused 
exclusively on capital markets FinTech, told TABB Group that industry change drivers are 
transitioning from front office competitive advantage toward what he called the “four Cs:” cost, 
control, capital and compliance. 
 
TABB Group analysis of wholesale financial market participants found that compliance spend is split 
roughly equally between KYC, communications 
and transaction monitoring. [See The Data 
Tsunami: Combating the Overwhelming Supply 
of GRC Data, TABB Group Research, June 
2015]. Figures from the FinTech Futures report 
by the UK’s Government Office for Science 
showed UK firms spend collectively between 
£10 and £20 billion a year to meet regulatory 
requirements. The budget is available.  
 
Between 2009 and 2014, regulators published over 50,000 documents — compared to about 10,000 
the previous five-year period. The industry lacks a common industry interpretation of regulatory 
obligations but the avalanche of regulatory change enacted after the global financial crash touched 
almost every aspect of the financial markets including capital planning, leverage, liquidity, 
surveillance, stress testing, governance, risk management, model risk management frameworks, 
trading, financial conduct and cybersecurity. Meanwhile, because many of today’s large banks are 
the product of multiple mergers over the last 30 or so years, they are saddled with complex and 
redundant legacy infrastructure that may not have been fully integrated (see exhibit 1, next page).  
 
Market participants continue to be connected in ways that obfuscate the risk position of individual 
entities. Systemic risk combined with weak data control and poorly integrated legacy infrastructure 
hinder the creation of a single view of overall risk.  
 
Scrutiny by regulators and governments is increasing. Thomson Reuters has estimated that between 
2008 and 2015, regulators have imposed over £235 billion in fines and compensation on the world’s 
20 biggest banks. Meanwhile, the scope of culpability is expanding, with regulators promising to 
hold senior executives, not simply compliance officers, accountable for breaches. The days of tick 
box compliance are over.  
 

“We are going through a moment of generational change 
in terms of market structure that’s driven by three big 
factors: huge industry deleveraging, massive multi-
jurisdictional regulation and the fact we are living in a 
zero-tolerance compliance environment.”  

— Mark Beeston, Founder & Managing Partner, 
Illuminate Financial Management  

https://research.tabbgroup.com/report/v13-027-data-tsunami-combating-overwhelming-supply-grc-data
https://research.tabbgroup.com/report/v13-027-data-tsunami-combating-overwhelming-supply-grc-data
https://research.tabbgroup.com/report/v13-027-data-tsunami-combating-overwhelming-supply-grc-data
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Recent political developments are adding uncertainty. For example, US President Donald Trump’s 
anti-red tape stance and Great Britain’s vote to exit the European Union both raise questions about 
future regulatory fragmentation. Some Eastern European countries have already opposed 
international agreements on bank regulations. TABB believes some firms might explore regulatory 
arbitrage within investment strategies, and these strategies will need to be informed by RegTech 
offerings.  
 
Regulators and policy makers are also driving RegTech development as they look for more effective 
ways to monitor markets. The current range of FinTech sandboxes and several cross-jurisdictional 
partnerships offer strong support for new entrants to the RegTech ecosystem. Regulatory sandboxes 
allow companies to test their products and business models in a live environment under reduced 
legal requirements subject to restrictions such as limits on type or number of clients. 
 
Exhibit 1  
US Bank Mergers 1996 to 2009 

 
Sources: Federal Reserve, GAO 

 
Whatever the regulation or outcome of political development, TABB Group believes market 
participants cannot take a wait-and-see approach. As with any new technology, firms must go 
through several stages including identification, validation and adoption. The industry has already 
made significant investments in and carefully thought out decisions around enhanced risk 
management and compliance frameworks, and now is the time to capture long-term business 
benefits by leveraging the latest technology to support those decisions.  
 
Another important trend is the globalization of capital markets. Today’s investors expect to be able 
to invest in any asset class from anywhere in the world. Even relatively small economies can receive 
significant direct investment. For example, Indonesia receives $30 billion in foreign direct 
investment ever year. Financial services firms run increasingly global businesses and many may 
decide to apply certain regional regulations universally to reduce complexity.  
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Technology Drivers 

Most regulatory compliance challenges revolve around data management and data-driven 
analytics/insights. This data is extremely high in volume, velocity and variety; these are big data 
challenges. The complex modelling and extensive record keeping requirements of regulations like 
Comprehensive Capital Analysis and Review (CCAR) stress tests and Fundamental Review of Trading 
Book (FRTB) represent a step change in the amount of compute and storage resources needed. 
Traditional infrastructure systems simply cannot scale up and down as needed. It is no wonder that 
RegTech and cloud computing go together. Cloud technology, which offers scalable solutions along 
with fast time to market and a pay-as-you-go cost model, is the foundational technology driver 
behind RegTech. The convergence of cloud technology with a raft of new technology developments 
such as deep learning, application-centric architectures and automation is spurring adoption. Taken 
together, these technologies are building the next generation of regulatory solutions.  
 

Cloud Computing and Open Standards 

TABB Group research [A Look Through the Keyhole on Cloud Adoption within Capital Markets, June 
2016], correctly forecast that capital markets had reached a tipping point in cloud adoption. Since 
then, leading sell-side firms including Goldman Sachs, Capital One, Bank of America and the World 
Bank have all made public commitments to cloud. HSBC recently said it would move analytics 
including anti-money laundering (AML), finance liquidity reporting, risk analytics/reporting, and 
valuation services to the cloud. 
 
J.P. Morgan, which is the largest US bank by assets, did a 180-degree reversal to embrace cloud in 
the middle of 2016 by creating a new executive role to lead cloud services. Since then it has 
supported the development of an application pipeline and migration factory both in lines of business 
and as a complementary central function. Last year the bank also launched a private cloud called 
Gaia, which currently runs 63 internal applications. Last month the bank announced it would move 
applications in wholesale trading to public cloud infrastructure. A risk modelling application, which is 
scheduled to go live in April 2017, will use cloud on demand during high-volume periods (cloud 
bursting) to help process complex computations.  
 
Exchanges and supervisory agencies are also getting on board. Nasdaq’s data sandbox and investor 
portal are in the AWS Cloud, and Deutsche Bourse Group is using cloud services from Microsoft.  The 
Financial Industry Regulatory Authority (FINRA), which is responsible for analysing 99 percent of the 
equities and 65 percent of the option activity in the U.S., is a prominent AWS Cloud user with 
30,000+ cloud based nodes in use per day (50 percent of node lifecycle is under two hours).  It plans 
to migrate all applications to the cloud and shut down its data center operation by 2018.    
 
The pay-per-use cloud model facilitates lower cost, improved time to market through instant 
provisioning and supports flexible testing and development. The combination of cloud and open 
standards is fundamentally changing workflows and business models, and lowering the bar for new 
RegTech entrants. The UK’s Open Banking Standard, for example, aims to offer a secure way to 
create, use and share information between regulators and banks.   
 

Application Programming Interfaces (APIs) 

While cloud abstracts infrastructure and platforms, open APIs democratize access to an application’s 
functionality and data. In Europe and the UK, regulators have mandated that banks create open APIs 
specifically to allow access to FinTech entrants, thereby lowering barriers to entry and creating more 
choice for customers. APIs play a key role in RegTech as retrofitting a legacy application with an 

https://research.tabbgroup.com/report/v14-036-look-through-keyhole-cloud-adoption-within-capital-markets
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open API allows firms to leverage that application by making its data and processes available to 
other solutions. APIs are also key to monetizing existing process and data assets.  
 

Artificial Intelligence and Deep Learning 

Machines are better than people at processing massive quantities of data, applying transformations 
and calculations. With artificial intelligence (AI), computers are trained to draw conclusions and 
execute decisions. Machine learning (ML), a subset of AI, is useful for finding correlations and 
patterns across datasets that traditional statistical approaches miss. Earlier rules-based approaches 
have produced an overwhelming number of false positives, something ML-based approaches can 
reduce significantly.  
 
While traditional data analysis techniques focus on causality, AI techniques allow for predictive 
analytics, supporting proactive prevention of fraud or compliance breaches. ML variants include 
supervised and unsupervised learning, where the former requires sample datasets to be trained and 
the latter uses self-training algorithms. Deep learning goes one step further to simulate the way the 
human brain learns in more complex, layered ways, to allow natural language processing (NLP) and 
speech recognition.  
 
AI use cases utilize data mining, pattern recognition and natural language processing (NLP) to 
provide enhanced surveillance of trades and transactions. The extension of NLP to a solution based 
on semantic models may someday create a standard language for regulatory requirements.  

 

Microservices and Containers 

As with APIs, the use of microservices and containers can aid in leveraging legacy infrastructure 
while building a modern, application-centric architecture. Containers can wrap legacy applications in 
a way that removes dependencies on underlying infrastructure services to make the application 
more portable. Containers handle much of the access to native cloud resources. Meanwhile, using 
microservices or small, independent processes to communicate with each other using language-
agnostic APIs, legacy applications can be modified to expose services for access by other 
applications. In this way, those services do not have to be rebuilt from scratch.  
 

Real-time Monitoring, Big Data Analytics, Modelling and Forecasting 

While the capital markets industry has always been good at applying real-time analytics to streaming 
data, it was strictly a batch-based approach for static or unstructured data. That is changing. As 
markets become more fast-paced and decision-making becomes more data-driven, participants are 
realizing that static monitoring and reporting’s historical view prohibits a proactive approach. 
Today’s leading-edge firms are applying real-time analytics techniques on both streaming and static 
data, including structured and unstructured data [See Big Data is Dead, Long Live (Real-Time) Big 
Data: Real-Time Big Data Analytics in Financial Services, TABB Group, November 2016]. Key use cases 
revolve around monitoring, decision support, reporting and surveillance (e.g., market abuse and 
AML).  
 

Robotic Process Automation/Intelligent Automation 

Often taken as a first step toward implementing AI, the process of combining rules-based 
automation of processes with machine learning, is known as intelligent automation or robotic 
process automation (RPA). Based on the adage that five percent of activity drives 95 percent of cost, 
firms can use RPA across their organization, including compliance. Firms report big wins when 
applying RPA to simpler tasks such as processing inputs for KYC/AML purposes, taking in structured 
data at account opening, producing internal reporting or presenting information to support more 
complex decision making by human specialists. 

https://research.tabbgroup.com/report/v14-065-big-data-dead-long-live-real-time-big-data-real-time-big-data-analytics-financial
https://research.tabbgroup.com/report/v14-065-big-data-dead-long-live-real-time-big-data-real-time-big-data-analytics-financial
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Converged Approaches 

Some of the biggest advancements in RegTech have emerged from the convergence of new 
technology. For example, by leveraging real-time monitoring and big data analytics, firms have found 
themselves able to do more advanced modelling and forecasting, which supports proactive 
surveillance and predictive analytics. Building on modelling and forecasting, and layering on artificial 
intelligence including deep learning, firms have been able to understand trading like never before, 
leading to better risk analysis and oversight as well as more insightful decision making.  
 
New advances in biometrics technology, primarily used in digital identity, have been paired with 
deep learning and blockchain or distributed ledger technology to assist with complying with KYC, 
data privacy and security-oriented regulations.  
 
Blockchain, the permissionless, decentralized, distributed ledger technology (DLT), has been put 
through countless proofs of concept and permutations within financial services, with an early focus 
on post-trade functions. However, some projects are looking at DLT for data storage between 
financial institutions for the purposes of AML/KYC and to provide the underlying technology for 
utilities such as a shared data repository. TABB Group expects that the adoption of public or private 
blockchain is likely to fundamentally transform workflows in financial services. The extension of 
blockchain technology through smart contracts also holds great promise for RegTech.  
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Benefits of RegTech 
 
Regulatory compliance has always involved technology, but RegTech-based approaches differ by 
offering improved agility, speed, integration and analytics delivered over an elastic platform on a 
pay-as-you go model. In other words, OpEx (operational expenditure) as opposed to CapEx (capital 
expenditure). The RegTech approach can be beneficial in a disruptive way as it leads to significant 
workflow and business model transformation that favors new entrants over incumbent solutions 
providers that are saddled with legacy infrastructure and thinking. The impact of RegTech offers 
benefits to financial institutions of all sizes in the form of efficiency, cost reduction and competitive 
advantage. Smaller firms, whose existing technology estate is less complex than their larger 
counterparts, can easily leap frog to adopt new approaches, while larger firms can better leverage 
their extensive data stores.  
 

Transforming Compliance into Competitive Advantage 

Incumbent solution providers may fear competition from disruptive RegTech start-ups, but market 
participants stand to reap many tactical and strategic benefits (see exhibit X). As cloud plays a key 
role in RegTech, the resulting solutions inherently offer the immediate cost, scalability and 
operational benefits of virtualized infrastructure and elastic pricing and usage models.  
 
Financial institutions are committed to large projects — and spending — to upgrade compliance and 
other systems in preparation for a raft of new regional and global regulations. RegTech offers a way 
to leverage that budget to comply with current regulations while utilizing those efforts for 
competitive advantage. 
 
 

 
 
At its heart, RegTech is about data and automation, improvement of which can offer significant 
potential for competitive advantage. Middle and back office processes can become more efficient 
through improved workflows and standardized and integrated approaches to data handling, which 
can raise service levels. Improved customer metrics around services, transactions and risk can allow 
firms to focus on the most profitable accounts. Strategically, enterprise RegTech approaches can 
position firms to develop highly-tuned customer-centric offerings that can increase customer service 
levels and thereby offer competitive differentiation.  
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Automation of process and enhanced, holistic, risk analysis and stress testing can free capital that 
firms can then put to better use elsewhere. 
Firms that have adopted application-centric and 
cloud-ready architectures are well placed to 
monetize their non-differentiating internal 
processes and data by offering these to a wider 
market.  
 
The ability to access advanced data analytics techniques and visualization can provide enhanced 
business and operational intelligence to all levels of a firm. Deep learning approaches move beyond 
past rules-based approaches to compliance, and can result in fewer false positives and increase the 
ability to proactively identify issues. Adoption of an enterprise approach to implementation is also 
likely to result in improved cohesiveness regarding control and risk frameworks. However, advanced 
analytics techniques require significant storage and compute resources; hitting limits on these 
resources can severely impact an organization’s capability to test, learn and innovate. By leveraging 
cloud-based platforms, RegTech solutions provide an elastic approach that offers improved time to 
market.  
 
As data becomes increasingly standardized and centralized — and data analytics move to real-time 
support — regulators’ ability to monitor markets should improve. Current reporting processes could 
become more streamlined and automated, potentially evolving to the point at which regulators pull 
data from centralized reporting sources that are fed by market participants, as opposed the current 
approach in which data is pushed out in static reports by individual market participants. One 
example of a centralized reporting facility is the consolidated audit trail (CAT), approved by the US 
Securities and Exchange Commission in November 2016, which creates a single, comprehensive 
database that tracks equity and option securities throughout US markets and the National Market 
System (NMS). Once the system is live (phase-in is scheduled from November 2017) exchanges, 
broker-dealers and members of exchanges will be required to send data including report order, 
quotes, trades and account details, to the CAT processor daily.  
 
By collaborating with technology innovators and taking a high-level, proactive approach to 
compliance, the industry should experience lower market disruption from compliance-related 
failures.  
 

Implementing a RegTech Solution 

RegTech does not require that old systems be jettisoned. Thanks to technology approaches involving 
cloud, APis, and microservices and containers, new capabilities can be added or overlaid to leverage 
existing platforms and data. Meanwhile, automation can reduce friction, lower processing costs and 
guard against duplication. Efforts to standardize global business processes, data and systems are key 
early steps to take, along with embarking on enterprise data management initiatives around quality, 
lineage, lifecycle management and architecture.  
 
As with the idea of creative destruction, innovation forces firms to progress. Staying still is not an 
option, but there are rewards for organizations that plan and adapt. With fundamental architecture 
in place, firms can partner or create low risk, OpEx-only solutions and easily throttle the process for 
legacy modernization.  
 
Firms that adopt RegTech solutions on an enterprise basis — rather than point solutions that 
address each regulation on a case-by-case basis — stand to gain the most strategic benefits. 
Enterprise RegTech solutions can pool data for holistic reporting, analytics and business intelligence 
as well as lower costs through the simplification and standardization of processes.  

Firms have an opportunity to monetize the internal 

knowledge of the organization — quickly and at low 

cost points — by utilizing a cloud ready platform 

architecture and a partner ecosystem. 
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The RegTech Ecosystem 
 
FinTech hubs exist globally with leading centers in Silicon Valley, New York, London, Singapore and 
Hong Kong. These centers support a vibrant FinTech ecosystem, thanks to access to and 
understanding of business use cases (e.g., clients), a suitable talent pool, good connectivity (e.g., 
communications, transport, markets), support from regulators and governments, access to funding, 
and access to other ecosystems (e.g. legal, education). Although RegTech offers solutions to any 
heavily regulated market segment, the financial services industry is a key vertical as it is both heavily 
regulated and already spending vast sums of money on compliance.  
 
The RegTech ecosystem comprises start-ups, incumbent vendors expanding their portfolio of 
offerings, technology/communications vendors partnering with RegTechs (public cloud vendors, for 
example), consulting organizations, regulators (through sandboxes especially), funders (including VC 
firms, corporate investment and governmental bodies), and utilities. RegTech start-ups tend to work 
collaboratively with market participants, as, unlike FinTech start-ups, they are not looking to displace 
existing financial services firms, but help the digital transformation.  
 
RegTech vendors typically partner with cloud and communications service providers, which allows 
them to focus on developing their offering 
without requiring a big upfront 
infrastructure investment. As they grow, 
they can easily and quickly scale as needed. 
Their clients can also leverage all the 
benefits of cloud. For example, Behavox, an 
enterprise platform that allows users to 
apply ML to unified data to identify capital markets misconduct and insider threats, utilizes the AWS 
cloud services. Behavox CEO Erkin Adylov told TABB Group that, as the company’s platform captures 
voice as well as other data, he has found that storage requirements can easily reach to petabytes 
relatively quickly. Voice capture regulations often require files in original quality, which means very 
large files; in one example (see case studies) a client captured three terabytes of voice files daily, in 
just one location.  
 

Capital Markets RegTech Vendor Numbers and Geographic Distribution 

Despite all the hype, the RegTech vendor sector of the ecosystem is relatively small, although recent 
growth has been strong. Last year was a record for RegTech sector exits, with 29 merger or 
acquisition events and one initial public offering, according to CB Insights.  
 
llluminate Financial Management, a VC investor focused exclusively on capital markets FinTech that 
is also a current investor in several RegTech firms, has identified more than 600 capital markets-
focused RegTech companies that have reached series A or late seed stage (indicating they have a 
viable product and are gaining traction in the marketplace). Geographically speaking, unlike generic 
FinTech, the UK and Europe dominate (see exhibit 3). Illuminate Financial says London has a unique 
position as the only major financial center to have both capital markets domain experience and 
technologists concentrated in one place. By contrast, in the US, technologists tend to drift toward 
the West Coast.  
 
 
 
 
 

“My clients leverage the cloud because the cost of storage 
and of operating such a large infrastructure footprint would 
be prohibitively expensive, from both a hardware and 
support manpower perspective.”  

— Erkin Adylov, CEO Behavox 
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Exhibit 3 

 

RegTech Companies (series A/late seed) by Geography 
Source: Illuminate Financial Management, Q1 2017 as of March 31, 2017 

 
TABB Group believes that the UK and Europe’s strength in RegTech can be attributed in part to its 
large market (a range of regulations, including MiFID II, EMIR, MAR, CRDIV, PSD2, REMIT and GDPR 
apply across the EU) and the EU’s efforts to implement structural changes to encourage innovation 
by incumbents and start-ups alike (e.g., research transparency, open banking). Funding constraints, 
however, can mean that 
European RegTech start-ups 
are often bootstrapped — as 
with overall FinTech funding, 
RegTech funding is more 
plentiful in the US. However, 
RegTech start-ups in the US 
must contend with a more 
fragmented environment 
because banking regulations 
exist at both federal and state 
level.  
 
RegTech start-up activity in 
the Asia-Pacific (APAC) region 
is relatively low but the region 
enjoys good support from regulators, government and exchanges. There are numerous RegTech 
sandboxes (see sidebar this page) and government and/or exchange initiatives (see table next page).  
 

Beyond RegTech Start-Ups 

RegTech is not just about the start-ups. Larger incumbent players have plenty to offer, especially in 
Europe where MiFID II will soon come into effect. These firms are offering RegTech solutions of their 
own or acquiring RegTechs to support the launch of new services. For example, IBM’s purchase of 
US-headquartered Promontory Financial Group, a global risk management and regulatory consulting 
firm, or Thomson Reuters’ acquisition of UK-based RegTech firm Empowered Systems. 
 

RegTech sandboxes announced or launched in: 

 Abu Dhabi Global Market  

 Australian Securities and Investments Commission   

 Bahrain Economic Development Board  

 Monetary Authority of Singapore   

 Canadian Securities Administrators and Ontario Securities 
Commission  

 Bank of Indonesia 

 Bank Negara Malaysia  

 Bank of Russia 

 Switzerland Financial Markets Supervisory Authority  

 Hong Kong Monetary Authority  

 Bank of Thailand 

 The Financial Conduct Authority (FCA) of the United 
Kingdom 
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Numerous utilities to address regulatory compliance have also emerged, many of which make use of 
high-tech approaches. In addition, MiFID II compliance has spurred a wide share of these, including: 

- FIX Trading Community standards that relate to protocols for transaction reporting, aimed at 
banks 

- JWG RegData, a regulatory data management platform aimed at asset managers and banks 
- Project Sentinel, a multi-bank consortium to create a normalized regulatory data model for 

over-the-counter sales and trading requirements, aimed at regional banks  
 
At present however, no single supplier, incumbent or start-up can offer a complete regulatory 
compliance solution. Start-ups tend to focus on gaps in the market but suffer from a lack of track 
record and questions about their financial stability. Going forward, TABB Group expects to see more 
cooperation, partnerships (e.g., between vendors and solution providers/consultants/financial 
institutions) and possible acquisitions as firms focus on top-down, enterprise-focused solutions.  
 

 
  

Support for RegTech in APAC 

 Financial institutions’ KYC efforts have been boosted in Indonesia as the government 
has opened the country’s ID card database, which already is used as a basis to issue 
passports, driving licenses, insurance policies, etc. Nearly 200 financial institutions have 
signed up for access so far. 
 

 The Singapore Exchange offers a Members’ Surveillance Dashboard, which includes 
details of alerts from the exchange’s own surveillance system and allows reporting of 
data related to market misconduct.  
 

 The Shanghai Futures Exchange in China offers market monitoring based on a Nasdaq 
platform. The system can provide real-time data and process large amounts of market 
information that can be used in investigations by the exchange.  
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Case Studies 
 

Use Cases 

Use cases in RegTech are numerous because regulations touch nearly every part of a financial 
services firm, including client on-boarding, capital planning, leverage, liquidity, surveillance, stress 
testing, governance, risk management, model risk management frameworks, trading, financial 
conduct and cybersecurity. RegTech addresses many compliance challenges including reporting, 
market abuse monitoring, conduct monitoring (including voice and message monitoring) and 
AML/KYC. 
 
Opportunities to leverage cloud computing, big data analytics, cognitive computing and more vary 
from self-contained activities, such as monitoring phone calls for misconduct, to enterprise-wide 
activities analyzing combined customer activities to limit risk exposure.  
 
Prominent use cases within financial services include: 

 Customer identity 

 Compliance automation 

 Conduct monitoring 

 Fraud detection 

 Risk data aggregation (gathering/analyzing information on capital and liquidity for use in 
internal models and reports to regulators) 

 Regulatory reporting (transactions) 

 Regulatory change management 

 Stress test compliance 
 

Case Studies 
 

Compliance with BCBS 239 – Risk Aggregation & Reporting 

 
Financial 

Institution 

Challenge Solution 

US Global 
Systemically 
Important Bank 
(G-SIB) 

The FI needed support across 
multiple lines of business to 
comply with the Basel 
Committee on Banking 
Supervision’s regulation number 
239 (BCBS 239), which addresses 
principles for effective risk data 
aggregation and risk reporting. 
The firm had identified over 
4,000 critical data elements, and 
235 reports with 7,400 source 
attributes and 9,400 report 
attributes. 
 

Activities included: 

 Process and control documentation 

 Identification of key data elements 

 Gap analysis 

 Root cause and implementation 

 Remediation road for reports in credit, 
market, operational risk & treasury 

The solutions team worked across 
business, data, operations and tech teams 
to address BCBS compliance for risk data 
aggregation, reporting, processes and 
controls.  
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Liquidity Risk – Stress Testing 

Financial 
Institution 

Challenge Solution 

Large global bank The bank wanted to develop a 
liquidity stress testing platform 
involving funding calculations 
and cash flow analysis for 
scenario-based stress testing. 
The solution had to meet 
mandates from FRB, FDIC and 
OCC for G-SIBs, as well as Basel 
liquidity risk reporting 
requirements. It had to be able 
to run stress reports on daily, 
weekly and on-demand basis.  
 

Developed strategic stress testing and 
scenario analysis framework for firm’s 
liquidity situation by:  

 Analysis 

 Solution development 

 Program management 
The solution provided granular stress 
analytics on demand as well as flexible and 
ad-hoc reporting.  
Deliverables included a global platform to 
generate reports across geographies at 
different legal entity levels and big data 
platforms that support in-memory 
processing of large volume data sets.  

 

Compliance with varied Global Data Archive and Conduct Monitoring Regulations 
Compliance with Various Global Data Archive and Conduct Monitoring Regulations  

Financial 
Institution 

Challenge Solution 

TP ICAP  This global interdealer broker 
trades via voice and electronic 
means. Its keyword-based 
system produced too many false 
positives. The solution had to 
cope with massive data files 
(e.g., 1 million phone calls in 
London generated 3 TB of data 
per day), 24 communications 
channels and other data types 
(e.g., web browser history, ID 
card swipes, gift and 
entertainment logs) 

Installed an off-the-shelf solution from 
Behavox*. In pilot testing with 1,000 users 
over one quarter, false positives 
numbered in the hundreds versus 64,000 
for the keyword-based system. Solution 
implemented in three months, going into 
production for 5,500 users globally. The 
solution used ML, NLP and advanced 
neural network technologies to sift 
through structured and unstructured data. 
By consolidating siloed data, it tracked 
conversations as they hopped from one 
medium or platform to another. 

*Behavox, founded in June 2014, has built a library of suspect behaviors modelled on 16 years of publicly available 

enforcement cases against traders and banks all over the world. Using input from stress levels in voice recordings to 
movement around the office, employees can be graded on their likelihood to do wrong. The company uses machine learning 
to learn from petabytes of data to flag abnormal behavior and compare against its compiled libraries. The company has 
also created what it calls a “conduct risk exchange”, a central repository of behavioral patterns that is available to all 
clients. Clients include hedge fund Marshal Wace ($28.5 billion AUM) and interdealer broker TP ICAP.  

 
 

  



  

 2017 The TABB Group, LLC. All Rights Reserved. May not be reproduced by any means without express permission. |   16 

 
  

Financial Markets: Embracing RegTech | April 2017 

 

Conclusion  
 
A wave of technology innovation, built on a cloud-based foundation, is fundamentally transforming 
enterprise workflow across industries, and financial markets participants are being swept up into the 
surge. At the same time, financial institutions are spending huge sums of money on complying with a 
growing set of regulations. Whether that pace continues or regulations are rolled back, firms will be 
dealing with extreme regulatory change for some time. Today’s regulatory compliance platforms 
need to be built with agility, flexibility and scalability at their core to cope with rapidly changing 
requirements, as well as the resulting exponential growth of data storage and compute 
requirements. The days of siloed, tick box compliance using on-premises legacy infrastructure 
approaches are over. To be successful, market participants are embracing enterprise wide, cloud-
focused approaches.  
 
Legacy approaches to regulatory compliance simply cannot keep up with the pace of change, 
requirements for proactive compliance/real time analytics, or the demands for ever-more storage 
and compute resources. Recent technology advances including cloud and cognitive allow firms to 
leverage their budgetary spend on solutions that can meet current and future needs.  Our research 
confirmed that RegTech solution providers are overwhelmingly turning to cloud-based approaches 
to leverage the elasticity, scalability, higher security and innovation these provide.   
 
Financial markets participants new to RegTech can start their journey by identifying and removing 
potential internal cultural and organizational barriers to an enterprise approach. Rather than focus 
on siloed or point solutions for regulatory compliance, firms must understand both their current 
workflows and how FinTech is forcing them to evolve. Only then can firms take their first steps in 
implementing RegTech. 
 
These first steps include developing a strategy and road map for advanced regulatory compliance 
backed by senior management. Strategy and road maps need to build on workflow understanding to 
include analysis of the business case for change, organizational structure, and procurement process 
(especially regarding on-boarding of new vendors). Simply automating compliance tools can yield 
significant benefits in reducing operational risk but also empowers the firm’s officers to make better 
informed, more insightful risk choices. Greenfield developments must be based on the latest 
technology innovations delivered via cloud-based platforms. 
 
This is also a time for the industry to work collaboratively. There are numerous non-differentiating 
activities and requirements for standardization within compliance that could benefit from a utility 
approach. Firms can benefit by engaging with RegTech’s growing ecosystem, including start-ups, 
incumbents, solutions providers, funders and regulators. The existence of a growing number of 
regulatory sandboxes and network of cross-regional alliances demonstrates an openness by 
regulators and governments to accept RegTech solutions as beneficial for the markets.  Unlike some 
FinTech-based utilities which require industry-wide adoption, and so pose a ‘first-mover 
disadvantage’, RegTech collaboration across parties including regulators, solution providers and 
banks, can bring immediate and significant competitive advantage to early movers.  
 
It is an exciting time for regulatory compliance, as RegTech solutions are offering firms a chance to 
turn compliance from a cost center to a function that provides business benefits through efficiency 
and competitive advantage.  
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